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1. Introduction

This network is the network infrastructure of Apex Solutions that has separated the access to
different categories of users like the staff, management and guests. VLANs ensure each group
of users is isolated from one another, preventing unauthorized access between departments.
There are three VLANs — 10, 20 and 99 — representing Staff, Guest and Management
respectively, with Management being VLAN 99 specifically to avoid accidental access.

2. Network Topology

The network consists of one Cisco 2911 router (Apex-Router), two Cisco 2960 switches
(Switch-Staff and Switch-Guest), and seven end devices. The router connects to both switches
via GigabitEthernet ports and handles inter-VLAN routing through subinterfaces.
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Switch(config) #exit
Switch#
%SYS-5-CONFIG_I: Configured from console by console

Switch#show vlan brief

Status Ports

1 default active  Fa0/1, Fa0/5,
Fa0/6, Fa0/7

Fa0/8, Fa0/9,
Fa0/10, Fa0/1l

Fa0/12, Fa0/13,
Fa0/14, Fa0/15

Fa0/16, Fa0/17,
Fa0/18, Fa0/19

Fa0/20, Fa0/21,
Fa0/22, Fa0/23

Fa0/24, Gig0/1,

Gig0/2
20 Guest active Fa0/2, Fa0/3,
Fa0/4

99  Management active

1002 fddi-default active

1003 token-ring-default active

1004 fddinet-default active

1005 trnet-default active

Switch#

0
(@Realtime)(@, Simulation
lum |Edit | Delete

Figure 1 — Apex Solutions Network Topology in Cisco Packet Tracer

3. IP Addressing Table

VLAN | IP Address Subnet Mask Default Gateway

Apex-Router Gig0/0.10 10 192.168.10.1 255.255.255.0

Page 2



Apex Solutions Network Design Report | Sanjeel Shrestha

VLAN | IP Address Subnet Mask Default Gateway

Apex-Router Gig0/0.99 192.168.99.1 255.255.255.0

Apex-Router Gig0/1.20 20 192.168.20.1 255.255.255.0 —

Staff-PC1 10 192.168.10.2 255.255.255.0 192.168.10.1
Staff-PC2 10 192.168.10.3 25525525510 192.168.10.1
Staff-PC3 10 192.168.10.4 255.255.255.0 192.168.10.1
Management-PC 99 192.168.99.2 255.255.255.0 192.168.99.1
Guest-PC1 20 192.168.20.2 255.255.255.0 192.168.20.1
Guest-PC2 20 192.168.20.3 255.255.255.0 192.168.20.1
Guest-PC3 20 192.168.20.4 255.255.255.0 192.168.20.1

4. VLAN Configuration

4.1 VLAN Assignments

Staff Switch-Staff Fa0/2, Fa0/3, Fa0/4
99 Management Switch-Staff Fa0/5
20 Guest Switch-Guest Fa0/2, Fa0/3, Fa0/4

4.2 Trunk Ports

Trunk Port Connected To VLANSs Allowed

Switch-Staff Fa0/1 Apex-Router Gig0/0 10, 99
Switch-Guest Fa0/1 Apex-Router Gig0/1 20
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5. Device Configuration

5.1 Switch-Staff Configuration

Switch-Staff was configured with VLAN 10 (Staff) and VLAN 99 (Management). Ports Fa0/2—
Fa0/4 were assigned to VLAN 10 as access ports. Port Fa0/5 was assigned to VLAN 99. Port
Fa0/1 was configured as a trunk port to carry all VLANSs to the router.

Switch>en
Switch#show vlan brief

VLAN Name Status Ports

1 default active  Fa0/1, Fa0/6,
Fa0/7, Fa0/8

Fa0/9, Fa0/10,
Fa0/11, Fa0/12

Fa0/13, Fa0/14,
Fa0/15, Fa0/16

Fa0/17, Fa0/18,
Fa0/19, Fa0/20

Fa0/21, Fa0/22,
Fa0/23, Fa0/24

Gig0/1, Gig0/2
10 Staff active  Fa0/2, Fa0/3,

active
Management active Fa0/5
1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active
Switch#|

>
(@Realtime)(@, Simulation
ic |Num |Edit |Delete

Figure 2 — Switch-Staff VLAN configuration commands
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% Phishing email analyzer proje. X X | B Cisco Networking Aca
& Switcho

-40¢€ Physical  Config _CLI_Attibutes

Phishing email analyzer project
Switch (config) #ex

Switch#

=+ New chat $SYS-5-CONFIG_I: Configured from console by console

Switch#show vlan brief

Q_ search
Q

Chats
VLAN Name Status

& Projects

$8 Artifacts Perfect — then FaO/1 should be the tr [ default active Fa0/1, Fa0/6,
Fa0/7, Fa0/8
Fa0/9, Fa0/10,
configure terminal Fa0/11, Fa0/12
interface fastEthernet 6/1 Fa0/13, Fa0/14,
switchport mode trunk Fa0/15, Fa0/16
switchport trunk allowed vlan 1€ Fa0/19, Fa0/20
Phishing email analyzer proj : exit ! Fa0/21, Fa0/22
interface fastEthernet 0/4 Fa0/23, Fa0/24
switchport mode access ' Gig0/1, Gig0/2
Adding certificate to website switchport access vlan 10 10 staff active Fa0/2, Fa0/3,
i Fa0/4
Update website experience sect. gl 20  Guest active
99  Management active Fa0/5
1002 fddi-default active
§ N . 1003 token-ring-default active
Portfolio redesign with similar th... 1004 fddinet-default A
1005 trnet-default active
Switch#|

3 Customize

Fa0/17, Fa0/18,

Data structure implementation p...

University IT helpdesk request ...
e E 9 Then show vlan brief andsend m¢

Portfolio website redesign with ...

DishBook class implementatiol
Advertising discussion

Portfolio bio for full-stack develo...
WordPress link to social profilen...

Building a strong LinkedIn profile Sonnet 4.6

e Sanjeel .

Figure 3 — Switch-Staff show vian brief output

5.2 Switch-Guest Configuration

Switch-Guest was configured with VLAN 20 (Guest). Ports Fa0/2—Fa0/4 were assigned to VLAN
20 as access ports. Port Fa0/1 was configured as a trunk port to the router.

File Edit Options View s s Window Help
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E Physicallx 1119,y 451 € Switch Staff

CU | Attributes

10S Command Line Interface
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Switch (config-vlan) #exit
Switch(config)#vlan 99
Switch (config-vlan) #name Management
Switch (config-vlan) #exit

Switch (config) #interface fa 0/1
Switch (config-if) #switchport mode trunk

Switch (config-if) #switchport trunk allowed vlan 10,99
Switch (config-if)#exit

Switch (config)#int fa 0/2
Switch(config-if) #switchport mode access
= = Switch (config-if)#switchport access vlan

PCAT Switch(config-if)#exit
Manaemmet 2C | Switch(config)#int fa 0/3
Switch(config-if)#switchpirt mode access
Fa0/5 = ~

Fa0is| % Invalid input detected at '4' marker.
E 0 pm S
- o Switch (config-if) #switchport mode access

.

) #s
PCPT Switch (config-if)#switchport access vlan 10
SRR Switch(config-if) #exit
= Switch(config)#int fa 0/4
Switch(config-if)#switchport mode access

g 1 Switch (config-if) #switchport access vlan
= = Switch(config-if) #exit

PoPT PePT Switch(config) #int fa 0/5

Staff PC2 ‘Staff PC1

Switch (config-if)#switchport mode access
Switch (config-if) #switchport access vlan
Switch (config-if)#exit

Switch (config) #

‘
Time: 00:10:05[ D[]

Fire |Last Status | Sou

Figure 4 — Switch-Guest VLAN configuration commands
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‘ommand Line Interface

Switch (config-if) #exit
Switch (config) #ex

Switch#

$SYS-5-CONFIG_I: Configured from console by console

Switch#show vlan brief

VLAN Name Status

il default active  Fa0/1, Fa0/6,
Fa0/7, Fa0/8

Fa0/9, Fa0/10,
Fa0/11, Fa0/12

Fa0/13, Fa0/14,
Fa0/15, Fa0/16

Fa0/17, Fa0/18,
Fa0/19, Fa0/20

Fa0/21, Fa0/22,
Fa0/23, Fa0/24

Gig0/1, Gig0/2

Staff active  Fa0/2, Fa0/3,

Management active  Fa0/5
1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active

Automatically

Figure 5 — Switch-Guest show vlan brief output

5.3 Apex-Router Configuration

The router was configured with subinterfaces on Gig0/0 for VLANs 10 and 99, and on Gig0/1 for
VLAN 20. Each subinterface was assigned an IP address to serve as the default gateway for its
respective VLAN. encapsulation dot1Q was used to tag VLAN traffic on each subinterface.

B/ meg = * APEX Router

E Physicallx

CU | Atibutes

ommand Line Interface

$LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/0.99, changed state to up

Router (config-subif) #encapsulation dotlQ 99
Router (config-subif) #ip address 192.168.99.1 255.255.255.0
Router (config-subif) #exit

Router (config)#int gig 0/1
Router (config-if)#4no shutdown

Router (config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/1, changed state to up

—3 Router (config-if) #exit
Router (config) #int gig0/1.20
Router (config-subif) #
$LINK-3-UPDOWN: Interface GigabitEthernet0/1.20, changed state to
down
m $LINEPROTO-5-UPDOWN: Line protocol on Interface
- GigabitEthernet0/1.20, changed state to up

Router (config-subif) #encapsulation dotlQ 20
Router (config-subif) #ip address 192.168.20.1 255.255.255.0
Router (config-subif) #exit

Router (config) #
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Figure 6 — Apex-Router subinterface configuration

* APEX Router

Physi Config | CLl  Attributes

down

$LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/1.20, changed state to up

Router (config-subif) #encapsulation dotlQ 20

Router (config-subif) #ip address 192.168.20.1 255.255.255.0
Router (config-subif) #exit

Router (config) fex

Router#

$SYS-5-CONFIG_I: Configured from console by console

Router#show ip interface brief

Interface IP-Address OK? Method Status
Protocol

GigabitEthernet0/0 unassigned YES unset up

up

GigabitEthernet0/0.10 102.168.10.1 YES manual up

up

GigabitEthernet0/0.99 192.168.99.1 YES manual up

uy

GigabitEthernet0/1 unassigned YES unset up

up

GigabitEthernet0/1.20 192.168.20.1 YES manual up

uy

GigabitEthernet0/2 unassigned YES unset administratively
down down
Vlanl unassigned
down down

Router#

YES unset administratively

21 I]
HEEREEEE
B : '

Figure 7 — Apex-Router show ip interface brief output

6. Testing Results

Connectivity was verified using ICMP ping tests between devices across all VLANSs. The 25%
packet loss on some tests is expected and is caused by the ARP resolution process on the first
packet — all subsequent packets were successful.

v Staff-PC1 - Staff Gateway (192.168.10.1): 4/4 packets received — 0% loss

v Staff-PC1 - Guest-PC1 (192.168.20.2): 3/4 packets received — 25% loss (ARP)

v Staff-PC1 - Management-PC (192.168.99.2): 3/4 packets received — 25% loss (ARP)
v/ Guest-PC1 - Management-PC (192.168.99.2): 4/4 packets received — 0% loss

v/ Guest-PC1 - Staff-PC1 (192.168.10.2): 4/4 packets received — 0% loss
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Figure 9 — Inter-VLAN ping results showing successful routing
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7. Conclusion

A network infrastructure with two switches, one router, three Staff PCs, three Guest PCs and
one Management PC was successfully built and configured in Cisco Packet Tracer. VLANs
ensured the prevention of unauthorized access between different categories of users, with each
group isolated to its own network segment. In the future, a firewall can be added to further
control traffic between VLANS, and internet connectivity can be provided to all users through the
router.
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